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Discretix DRM Traction
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Jungle of DRM Schemes

Deployed

Emerging

OMA DRM soma

WM-DRM Windows
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Emerging in Europe
Competition with PMP

First trials all over the world

Big in Japan
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It's all About Security Discveki
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Windows Media DRM Hacked

August 31, 2006
By

A versions 10 and 11 (the latter being a new beta
version) has appeared on various sites.

The so-called Fairuse4wm program finds the encryption key to WM DRM files and
uses it to circumvent the DRM from legitimately obtained audio and video files.
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Hackers crack Apple, Microsoft music codes

September 1, 2006
By

o
L

In the continuation of a long-running arms race, both Apple Computer and Microsoft
have seen their music protection technologies come under fire in recent days.
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Content Protection Challenges

The end-user Is part of the threat model

= Must be protected against malware legally
Installed on the device

= Security measurements should not affect
battery playback time or decoding performance

= Must be cost effective

Requires complex data flows (compared to
other security systems)
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DRM User Experience Discvedin
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Easy license acquisition process

License arrival and expiration notifications = _File Download

The file is locked.

DRM protection indication

Do you want to unlock it?

K

cancel

Easy to access DRM management tasks

Options
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= Easy license acquisition process

File Download

= License arrival and expiration notifications

Cownload complete. File
should be unlocked shortly.
Please try downloading

:' DRM pFOtECtIOn |ndlcat|0n again if you continue to have

problems.

-~ Easy to access DRM management tasks

Options
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Easy license acquisition process

License arrival and expiration notifications

= File browser

Phone memory: videoclips
H J Moby - Lift me up
. . . . E a ER video
DRM protection indication " The Simpsons movie
a ship

my dog

funny ringtone
Easy to access DRM management tasks FA® eranms

Options
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DRM User Experience Discvedin
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Easy license acquisition process

License arrival and expiration notifications

DRM protection indication

Easy to access DRM management tasks
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Current Implementation Challenges Diseveki s
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CAF i1s OMA centric some features in other
schemes are missing

= License synchronization required for WM-DRM 1Is
difficult to implement

= Marlin DRM is not based on RO concepts and may be
hard to implement under CAF

White-list management is missing

MTP support is missing
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Summary

DRM = Security

There Is no one “magic dust” to make solutions
more secure. Robust security Is achieved by a
combination of factors:

= Hardware based mechanisms

= Application level security mechanisms at the OS level

User experience Is a key factor to success
= KISS — Keep It Simple Stupid
Implementation challenges
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